UG
Life made E,a%/

DIGITALIZATION AND DATA
INTEGRATION AGENDA

Training and User Manual

August 2022

AAAAAA

\ w
\ MINISTRY OF ICT & NATIONAL GUIDANCE » sf “‘\l
1; A Knowledge and Productive Society driven by ICT & National Ideology E n a b e l Q&k(m A, i:‘i"":’/,
&= Business growth isour business




UG

PRIVATE SECTOR AND THE GOVERNMENT
OF UGANDA DIGITALIZATION AND

DATA INTEGRATION AGENDA

Training and User Manual

September 2022

ﬁiii\ix\
)

.
5 NI, === Sybyl Enaber” SEIF oo

Business growth is o

r business



Contents

TS o) B T [N =R 4
FOPEWOIA ...ttt b ettt et e e bt e b e e sbe e e e e 5
INEFOAUCTION ...ttt ettt e st et e e s neeenbeennee s 7
ODBJECLIVES ...t e e e e e et e e e e et e e e e et e e e e e e are e e e e anees 8
Identity and ACCESS MaN@GEMENT ........cocuiiiiiiiie it nree s 8
UgHub TIAM (WSO02 Identity Server) User GUIde............ccooveeiieiiiiiiceeeeee e, 9
Prer@QUISITES. ... .ot res 9
TAM SCENAIIOS ...ttt 9
Manage GroUP TENANES .......ccviiice e et sre e et nees 9
s (o I = o= o | U 9
Create Tenant and Add Tenant AdmiN...........ccooeeiiiiiir i 10
Create Users and set Permissions in the created domain (tenant) ..............ccocc...... 11
Create NEW USEI ... . .eiiiiieiiiie ettt e e e 12
Assign Permissions to the NEW USEr ...........ccooiiiiiiiiii e 12
Manager User’s Profile - USer POrtal ............ccveoiiieiiiei e 13
Update USEr Profile.........ccueieiieeeeee ettt 14
Change Password Via Email ..........ccooeiiiiiiii e 15
API Management and Integration.............ccoouiiiiiiiiie e 18
UgHub API Management USEr QUIAE ...........ccoiiiiiiiiinieeee s 19
Prer@QUISITES. ...ttt et nae e 19
PUDIISEr POFAL.........ociiiiei e 19
CrEate @n APL...... .o 21
Publish the Calculator AP ..o 23
Subscribe to the Calculator APT ... 24
Obtain Access token for the Calculator APL ... 26
Consume the CalCulator AP ... 28
Consume the Calculator API via the Developer Portal............c.cccccoveiiviiieicicccee, 28
Consume the Calculator API via POSTMAN..........ccoiiiiiiiiiiec e 30
Approve API SUDSCIIPLION ..o 32
Approve the SUDSCHPLION .........ccoiiiii s 33
Discovering APIs — Developer Portal............ccccoiiiiiiiiiiee s 34

' )/
o, ” | A ‘}i{} MINISTRY OF ICT & NTIONAL GUIDANCE S‘/b\ /I Enabel oS ftg‘g, :’)\

Business growth is our




SEArCh fOr CAlCUIAEON AP ...t e e e et e e e e e e e aee e 35

Adding Comments t0 the APIS.........ccoiiiiicece e 36
Access the CommENES SECHION. ..ot 36
Semantic and System Catalogue - User Guide...........c.coocuveeeiiiiiie e, 38
Create User and Set PErMISSIONS..........c.ccoiiiiiiiiiiee et 38
Create User in Identity SEIVEL ..o 38
Create User in Semantic and System Catalogue............cccooviriiniiiiiiie e 39
Assign permissions t0 the NEW USEN..............coooeiiiiiic e 40
New user views assets on Store Portal..............ccooeiiiiiniiincce e 41
View on PUbIISher POItal...........ccoiiiiii s 43
ViIEW 0N SEOFE POItal ........ooiiiiiie s 44
Analytics, dashboards and Reporting...........cccoccieiieiiie e 45
BUSINESS ANGIYEICS ...ttt 46
ApPlIcation ANAIYVEICS ......cooviiiiec e 46
APT ANGIYEICS ...t 47
[20=T 0] o = PSP SRRSO PP RSN 50
17T a1 o] [ T SRR 50

P IA\\\

v/ D/
£S7 N A &é MINISTRY OF ICT & NATIONAL GUIDANCE S‘/b\ /I Enabel” psf u;\:"’:-} Page |3

UG AND A i B

Business growth is our business



4

List of Figures

Figure 1 High Level view of entities on the UgHub Integration Platform ...........ccccccooviiiiiinienn. 7
Figure 2 Showing Add tenant/domain INtErfaCE ...........coiiiiiiiii it 10
FIQUIE 3 AGING NEW USE ...ttt bbbttt ettt b 12
FIQUIE 4 ASSIGN PEIMNISSIONS ... ..iiiitieiiieeeieeeitee s ite e e e e e s ste e e e e s e e s ee e e te e s be e s teeenteeateeanteeanteesreeeneeeaneeesnns 12
Figure 5 Assign publisher role t0 the NEW USEIS..........uoiiiiiiiiiieie s 12
FIQUIE B USEE POIAL.....c.uiiiiiiiecie ettt sttt te e te e s be e st e e be e be e sbeesbeesbeseeanrennee s 14
Figure 7 Account confirmation Email MESSATE .......ccveiuiiiiiiiiiieiie it 17
Figure 8 Showing components of WSO2 APL MANAQET .........cccceourrireirinieiieenese e 18
Figure 9 Showing Enterprise service bus mediation feature.............cccoooiiiiici i 19
Figure 10 Showing Publisher l0gin SCreeN............cc.ooviiiiiiiccce e 20
Figure 11 Showing SOAPUI test for sample Calculator AP .............ccooevveiiiiciccee e 22
Figure 12 Exposing a SOAP service as @ REST SEIVICE........cccccvvviieiieiiie e 22
Figure 13 Showing the API Overview with provided details............ccoooiiiiiiiiniiee, 23
Figure 14 Showing API in the published state............ccccooii s 23
Figure 15 Showing API in the UgHub Developer portal ...........ccccoiviiiiiiiiecec e 24
Figure 16 Subscribing to an API in the UgHub developer Portal ............cccccoovveiiiiiiiieneicceiens 24
Figure 17 API Subscription and Key Generation Wizard ..............ccccccoiiiiiiiicicceccec e 25
Figure 18 Showing a list of available teNaNtS .............ccccvciiiiiicc e 26
Figure 19 List Of SUDSCIIPLIONS ........c.oiiiiiee s 27
Figure 20 Testing APl via DeVeloper POIal ..........ccccoiiiiiiiiiii ettt 29
Figure 21 Consuming API USING POSIMAN ......coiiiiiiiiiiieieie et 30
Figure 22 APProve SUDSCIIPLIONS .....civri ettt et e st e e s ee e e nte e snteeeeeeanneeenes 33
Figure 23 Search APIS Via DeVeloper POMal............cooiiiiiiiiiiie s s 35
Figure 24 Adding commENtS t0 aN APL........oouiiiie ettt e 37
Figure 25 Semantics and System CatalogUue STOTE .........cc.oiiiiiiiiieii s 42
Figure 26 Semantics and System Catalogue PUDLISNEr.............ccooviiiiiiii e 43
Figure 27 Showing Business analytics and dashboards ..............cccooeviiiiicicicciccc e 46
Figure 28 Showing Application Analytics and dashboards ...............cccccooiiiiiicc, 47
Figure 29 Showing API US2ge SUMMAIY ........ccooiiiiriiiririeeiieieeeene sttt sessenanes 49

Y
}5’-} Page |4

-
w ” | A &é MINISTRY OF ICT & NATIONAL GUIDANCE S‘ /b\ /I E n ab el > ngg\{g o




Foreword

Information access has time and again been at the core of the challenges surrounding
the environment for conducting business in Uganda. The government has over time, in a
bid to address this challenge introduced a number of electronic government services to
enhance effectiveness and efficiency in public service delivery for the business
community. This is in light of the fact that the entire world is going e-Business and
government service delivery, the world over is being digitalized, while automation seems
to be the new way of life. Accordingly, Digitalization and data integration are potential
game changers in service delivery and can go a long way in contributing to the
improvement of the business environment.

Over the years, NITA-U, working with actors like the Private Sector Foundation (PSFU),
has successfully championed the government digitalization and data integration agenda.
For instance, through the Skills, Attitudes, Governance and Anti-Corruption (SG+) project,
PSFU and NITA-U are working on efforts to bolster Private sector understanding as well
as uptake of government digital services. Focusing on the 4 sectors: ICT, Construction,
Manufacturing and Agro-processing, and Tourism and Hospitality Management, this
project comes in handy to address two of the most critical challenges affecting doing
business in Uganda; Skills and attitudes, and governance and corruption. As part of
addressing the governance and corruption challenges, PSFU and NITA-U have partnered
to expand the awareness of the government e services, and increase the uptake of the
government digital services, as well as onboarding of private sector actors on the data
integration platform.

The SG+ intervention will primarily facilitate information sharing among private sector
actors as well as members of the general public, through introduction of tools, building
capacity and ensuring the views of the private sector are reflected in policy discussions.
This would go a long way in imparting necessary skills amongst sector players on how to
use the available systems for ease of business as well as creating a more enabling
environment for private sector investments in both domestic & European businesses for
sustainable economic development.

This manual is developed as part of the joint work between PSFU, and NITA-U under the
SG+ project. It is designed to guide data integration champions when training individuals
within the private sector on the uptake of the government digital services, as well as use
of the UG hub, the government data integration platform. These champions are carefully
selected individuals within the private sector with a passion for the government Data
integration and digitalization agenda. It is our prayer that you find this manual helpful
while navigating the system. It is our humble appeal that you use this manual to train
those that you can reach who may be interested in navigating the government data
integration platform, but have not yet been able to get the opportunity to be trained. We
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are confident that through such efforts, there will be increased government transparency,
better investor confidence in the country, and generally an improvement in the business
environment.

We are grateful to the European Union, that has generously financed the SG+ project,
and Enabel who offer endearing technical backstopping and capacity support to PSFU
on this SG+ interventions.

Stephen Asiimwe Dr. Hatwib Mugasa
Chief Executive Officer-PSFU Executive Director-NITA-U
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Introduction

The UgHub Data Integration platform was implemented in order to achieve the

following purposes;

The UgHub Integration platform is intended to:

a)

b)

c)

d)

f)

9)

Enable data sharing among MDAs in a rational and efficient way to improve
provisioning of e-services to the public. This will further help to promote data reuse
hence preventing information redundancy in the public sector.

Provide a mechanism for public services optimization through reusing information
resources and services.

Improve decision making through data sharing across Government. This will
further help to expedite implementation of Government Programs.

Reduce the time and development cost for rolling out e-services among MDAs. The
seamless sharing of data through a common platform shall simplify oreliminate
some processes currently involved in provisioning of e-services; hence reducing
time and cost for rolling out e-services by MDAs.

Enable the public sector to become more efficient, transparent, and receptive to the
needs of the citizens and businesses.

Promote the use of shared public service delivery platforms such as e-Payment
Gateway, authentication, Mobile and SMS Gateway as well as Government cloud.
Ensure automatic updates for data shared between MDAs. This is very critical for
data that is highly dynamic such as physical addresses, sources of income, email
addresses, phone numbers etc.

URA

MITA-U MNIRA MAAIF MLHUD MGLSD

GOVERNMENT INTEGRATION PLATFORM

MOFPED

MOPS PPDA KCCA Judiciany MNSSF URSE

Figure 1 High Level view of entities on the UgHub Integration Platform
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Objectives
This manual describes the modules on the UgHub Data Integration Platform. It

explains the step by step usage of the modules. The functionalities explained in this

document are related to;
A. Identity and Access Management.
B. API Management.
C. Integration platform (Enterprise Service Bus).
D. Analytics, dashboard and Reporting.
E. Semantic and System Catalogue.

Identity and Access Management

Generally, Identity and access management (IAM) is referred to as the discipline that
enables the right individuals to access the right resources at the right times for the right
reasons. IAM addresses the critical need to ensure appropriate access to resources
across increasingly heterogeneous technology environments and to meet increasingly
rigorous compliance requirements.

It is no longer a mere security project for enterprises, as the integration and secure
governance of APIs are more important than ever before. Security has become a big
challenge for identity architects and administrators due to increasing user identity
spaces, company-wide policies, complex structure hierarchies and roles, regulatory
pressures, and customer facing applications. To mitigate the security challenges, WS02
Identity server was used to implement the UgHub IAM module.

WSO2 Identity Server has a wide range of capabilities but the training will majorly cover
the following capabilities;

e Managing Tenants.

e User Management (Add Users, Disable Users, View Users).

e Role Management

e Single Sign On (Developer Portal, Publisher, Admin Portal).

e Identity Management (password recovery, User profile update e.g. email)

SRS,
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UgHub IAM (WSO2 Identity Server) User Guide
Prerequisites

To successfully execute the scenarios in this section, the following are the prerequisites;

¢ VPN connection to the UgHub training environment. This requires valid access
credentials and Fort client installed.
IAM Scenarios
Note: These scenarios will be executed by participants in groups during the training but the
same scenarios can be executed on an individual basis as well.

Manage Group Tenants
GroupA users have selected a group leader who we will refer to as group admin. The
requirement is to create their own domain as a tenant and manage users, roles, user
claims, APIs etc. from that created domain.

Add Tenant

Super tenant user accesses the Identity Server Management console login page
using the link below;

Link: https://is-sit.integration.go.ug:9443/carbon

@ is-sitintegration.go.ug % O @ mcoonito
G Management Console
User Guide
WSO02 Carbon user guide
> Sign-in
Forum
The Interactive message board for sharing Information, questions and comments about WSO2 products. Password
Remember Me
Sign-in
=) Issue Tracker
Y Usms are encour. .med 1o report issues & suggest improvements using the JIRA issue tracker. In addition, users can abserve the status of the reported issues in progress.
&2

Mailing Lists
Report Issues, provide feedback & get help from our mailing lists

Copyright ® 2021, National Information Technology Authority - Uganda

Super Admin logins into the platform with valid credentials;
e Username: admin

e Password: <super-admin-password>

P IA\\\
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https://is-sit.integration.go.ug:9443/carbon

<« » C @ ls-sitintegration.go.ug:9443/carbon/admin/indexjsp?loginStatus=true

Management Console

signed-in as: admin@carbon super | Sign-out | Docs | About

& WSO2 Identity Server Home
= | b Workflow Engine Profiles
B Welcome 1o the WSO2 Identity Server Management Console
2| ©aw
p= sorvr
5 Host Is-siLIntegration go.ug
g t “ Server URL local://services,
- Server Start Time 2022-07-2210:11:35
s" System Up Time 20 day(s) 4 hr(s) 8 min(s) 20 sec(s)
é Version 5100
Repository Location file:/mnt/wso02/Is-km/ws02is-5.10.0/repository/deployment/server,
§ Operating System
" 0s Name Linux
OS Version 3.10.0-957 el7.x86.64

Operating System User

Country us
Home /home/wso2carbon

Name wso2carbon

Timezone Africa/Kampala

Java vm

Java Home 0pU/jdk-8u261-linux-x64/jre

Java Runtime Name Java(TM) SE Runtime Environment

Create Tenant and Add Tenant Admin
Go to Configure on the menu -> Multitenancy -> Add New Tenant
Provide all the required details of the tenant including the admin email and save.

Management Console

EEDY dentity Server
signed-in as: admin@carbon super | Sign-out | Docs | About

(<] configure »
9 Home > Configure > Multitenancy > Add New Tenant
& Server Roles " ;
- Ser Register A New Organization
| b Workflow Engine Profiles
s
= © Add Domain Information
p List Domain | groupa.com
. | @ Multtenancy
S S Use a domain for your organization,in the format “example.com”This domain should be unique
= & Add New Tenant
&= w Tenants Usage Plan Information
M Select Usage Plan For Tenant | Demo v
]
= According to the selected plan, resources will be allocated 1o you. You can update or downgrade your plan later according to your requirements
5
o Tenant Admin
First Name [admin
2 Last Name [admin |
el )
Admin Username | admin |@groupa.com
Admin Password

Admin Password (Repeat)

Contact Detalls

Email admin@groupa com

Save

Figure 2 Showing Add tenant/domain interface

SRS,
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Create Users and set Permissions in the created domain (tenant)

Peter a group leader (admin) of group A wants to log into his group

tenant/ domain and manage his tenant users and roles.

e Peter Logs in to the WSO2 IS management Console using the tenant
admin credentials specified in the previous use case.
Link: https://is-sit.integration.go.ug:9443/carbon

Management Console

ﬂ Sign-in | Docs | About
User Guide
WSO02 Carbon user guide
~ Sign-in

Forum
The Interactive message board for sharing information, questions and comments about WSO2 products

Password

e N | A ﬁm.@mmmmmm S‘/b‘/l

Remember Me
Sign-in

Issue Track
Z2. Users are encouraged 1o report issues & suggest improvements using the JIRA issue tracker. In addition, users can observe the status of the reported issues in progress

Mailing Lists
Report issues, provide feedback & get help from our mailing lists

Username : admin@groupa.com
Password: <groupA-admin password>
Note: Attention is drawn to the difference in the usernames for super tenant admin and that of

groupa admin. For tenant users you must append the domain name at the end of the
username e.g. admin@psfu.com

Identity Server Management Console

7 Signout | Docs | About

W cenfiours | Mentor

Tools

P l/“\\
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mailto:admin@groupa.com
mailto:admin@psfu.com

Create New User
Go to the Main — Identity — Users and Roles — Add New User

Management Consol

Idenity Srver
signed-in as: admin@groupa.com | Sign-out | Docs | Abo

Q' Home

me > Add User
A

Identity Add New User
4" Users and Roles
© Add Step 1: Enter Username and Password
22 ust Enter username
5| & UserStores
= 2 Domain PRIMARY v
§| ©nuw e
; am Username kelly
o | & claims Password o
5
S © Add
o se LiST
3 =
- 4| Service Providers Next > |Finish Cancel
© Add
8 = List
2 @ Resident

‘2 Identitv Providers

Figure 3 Adding new User

Assign Permissions to the new User
In this step you will assign subscription and publisher roles to the newly created

user, these roles will allow the user to subscribe and publish APIs respectively

Home > Users of Role

Add New User

Step 2: Select Roles of the User

Enter Role Name Pattern (* for all) (= Search Roles!

Users of Role

Select all on this page | Unselect all on this page

L) admin
() Application/rest_apl_import_export
[ Application/uUser Portal
(J Internal/analytics
L) internal/creator
) Internal/devops

Internal/everyone
CJ internal/publisher
Internal/subscriber
Internal/system

Finish||Cancel|

Figure 4 Assign Permissions

Assign Publisher role to the New User

Home > Users of Role

Add New User

Step 2: Select Roles of the User

Enter Role Name Pattern (* for all) [ searchRoles,

Users of Role

Select all on this page | Unselect all on this page

O admin
(@] Application/rest_api_import_export
O Application/User Portal
O Internal/analytics
OJ Internal/creator
O Internal/devops

Internal/everyone
Internal/publisher
) Internal/subscriber
Internal/system

[Finish|[Cancel|

Figure 5 Assign publisher role to the new users
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T
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Manager User’s Profile - User Portal

Kelly a subscriber/Creator/Publisher wants to manage her user profile. i.e. change

her password, update her profile, change her username etc.

Log into User Portal
https://is-sit.integration.go.ug:9443/t/groupa.com/user-portal

WWS@> IDENTITY SERVER

Sign In

£ kelly@groupa.com

a - ee .----.l
Forgot Username or Password ?
Remember me on this computer

We use browser cookies to track your session to give
better experience. You can refer our Cookie Policy for more
details.

Bw signing in, you agree to our Privacy Policy

Username: kelly@groupa.com

Password: <password assigned by groupA admin>

SRS,
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https://is-sit.integration.go.ug:9443/t/groupa.com/user-portal
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Update User Profile

Kelly wants to update her Firstname, Lasthname and Email Address.

o Kelly enters her valid credentials and is redirected to the User-profile home page

€ > cC

& is-sitintegration.go.ug:9443/t/nms.go.ug/user-portal/overview

WS@, USER PORTAL

Manage y

A Personal Info

&) Security

Account security

Update account security

WSO2 Identity Server @ 2022

Figure 6 User Portal

Welcome, Kelly

formation, account security, and privacy

Account activity

b4 mpleted @

1 out of 3 mandatory field:

1 out of 5 optional fields completed @

o

Manage account activity

Consents control

Manage consents

e Go to Personal Info and update the user profile accordingly

« s c

WS@; USER PORTAL

@ is-sitintegration.go.ug:9443/t/nms.go.ug/user-portal/personal-info

Personal info

Edit and export your persc

€y Overview

A

B Security Profile
Department
Username
First name
Last name

Organization

Email

WSO2 Identity Server © 2022

\
ﬁ MINISTRY OF ICT & NATIONAL GUIDANCE
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nal profile and manage linked account

Kelly

KellyK

NITA

Sybvi Enabel”

2 %* Oma»00O :

Kelly o

D Chrome on Windows

L % O a»00:

Kelly Kellyk a
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Change Password Via Email

Kelly wants to change her password through the user portal.
e Logout of the User Portal

W5@, IDENTITY SERVER My Account Kelly KellyK o

H Kelly KellyK
€y Overview Personal Info o kelly@groupa.com

Edit and export your personal profile and manage linked accounts

2, Personal Info
=» Personal Info

@I Security
Profile ® Logout
Manage and update your personal details like name, email, mobile numbe

rganization, etc T—-—I_’ 3

Username kelly
First Name Kelly ra
Last Name KellyK &
Organization NITA &
Country
Email kelly@groupa.com &
Mobile

e From the login Page, select forgot Password;

Sign In

=

I Forgot Username or Password ?I

Remember me on this computer

We use browser cookies to track your session to give
better experience. You can refer our okie Policy for more
details.

By signing in, you agree to our Privacy Polic

Create Account Continue

Copyright © 2021, National Information Technoloay Authority - Uganda

e Enter kelly’s username and also select Recover with email then submit.

ZRNS

W= S\/b\/l Enabel: DSTO B raoe s

Business growth is our business




S
i

WS@, IDENTITY SERVER

Recover Password

Enter your username here

kelly@groupa.com\

® Recover with Mail

Recover with Security Questions

Information

Password recovery information has been sent to the email registered with the

account kelly@nms.go.ug

- e
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° KeIIy Checks her email messages of the email she updates in the user profile.

NITA- una|a|megm\mn aging@nita.go.u 531PM (@ minutessge)  fr 4}

Password Reset

Hi Kelly

We received a request to reset the password for the testnms
account that is associated with this email address

If you made this request, please click the button below to securely
reset your password

If clicking the button doesn't seem to work, you can copy and paste

If you did not request to have your testnms password reset

Figure 7 Account confirmation Email message

e She clicks on the Reset Password Link/Button in the received email where she is
redirected to a page to set new password.

Information
Reset Password

Enter New Password
Updated the password successfully

Confirm password

e Upon Password reset, she is redirected to the login page where she can now login
with her new password.

For more information on WSO2 Identity Server refer to : https://is.docs.wso2.com/en/latest/

P l"\\\
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API Management and Integration

API management refers to a process by which an organization creates, oversees and controls

application programming interfaces (APIs) in a secure and scalable environment. The main goal
of API management is to ensure that the needs of developers and applications that may use the
API are being met, concerning organizations that publish or use APIs to monitor an interface's

lifecycle. WSO2 API Manager is the product used for UgHub API Management module

The API management module is a very important module in an integration platform solution.

APIs are the interfaces between the service providers and the service consumers.

WSO2 API Manager plays the API management module role in the solution. From

creating and publishing an API to securing, rate-limiting & viewing analytics of APIs,

the WSO2 API Manager addresses all aspects of API Management.

(S
Mg

APl Marketplace
Microgateway API| Gateway
and Product e AP| Publisher

API Developers

Managers

AP| Consumers

{App Users)
MANAGEMENT PLANE DATA PLANE l CONTROL PLANE

Business Services

e d Developer Portal

Application
Developers

[—1
=

& — ] O

Business Insights Microservices Legacy Cloud Services
Services

Figure 8 Showing components of WSOZ2 API Manager

The following are the key features WSO2 API Manager provides;

Design and Prototype APIs

Publish API Products and Govern the Use of APIs
Control Access and Enforce Security

Developer Portal

Manage Developer Community

Manage and Scale API Traffic

Monitor and Monetize

Pluggable, Extensible, and Theme-able

Easily Deployable in Your Enterprise

Platform Multi-Tenancy

Key Manager
(STS)

Traffic
Manager

@ Q < > Anomaly

Serverless Detection
Workloads

API Management has a Gateway component that is responsible for intercepting client calls and
apply the necessary security checks, traffic controls, and other Quality of service such as
mediations. The component has an underlying Integration which does most the heavy lifting
when it comes to complex mediations. UgHub Integration module is developed is WSO2

Enterprise Integrator, it is used to handle scenarios such as transformations as shown in the
figure below;

ﬁ MINISTRY OF CT & NATIONAL GUIDANCE Sy byl E na b e l : 9 é m% s";al-l'
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Message translation
JSON=> SOAP

JSON . ; — SOAP
Enterprise Service Bus L—>( N
J § (4
Mobile App JSON€SOAP Web Service

Message translation

. Send the converted
Accepts JSON request through a '

ITTP interface SOAP message 1o
" Leridc

web service

Figure 9 Showing Enterprise service bus mediation feature

UgHub API Management User guide
Prerequisites

To successfully execute the scenarios in this section, the following are the prerequisites;
e VPN connection to the UgHub training environment. This requires valid access
credentials and Forticlient installed.

Publisher Portal
To access the API Manager Publisher, you need to use the following link;
Link: https://api-sit.integration.go.ug:9443/publisher

Once the link is accessed, you will be redirected to the login form as shown in figure below.

Enter valid credentials for the user you created in your tenant.

Note: The user must have been assigned an internal/publisher role illustrated in Identity
Server scenarios.

Admin User Username: <admin@groupa.com>

Password: <admin@groupa.com-password>
Other Tenant Users  [Username: <kelly@groupa.com>

Password: <kelly-tenant password>

IA\\\
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https://api-sit.integration.go.ug:9443/publisher
mailto:admin@groupa.com
mailto:admin@groupa.com-password
mailto:admin@groupa.com-password
mailto:kelly@groupa.com

Sign In

£ arnold.kalema@sybyl.com

G eeccnnee
Forgot Username or Password ?
Remember me on this computer

We use browser cookies to track your session to give
better experience. You can refer our Coockie Policy for more
details.

By signing in, you agree to our Privacy Policy

Copyright @ 2021, NMational Information Technology Authority - Uganda

Figure 10 Showing Publisher login screen
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Create an API
After successfully logging into the publisher module, click on Create API button, you will be
presented a number of options as shown in the screenshot below;

APIs
Displaying 1 API(s)

Design a New REST API

| Have an Existing REST API

_ .
Typicode

By:admin@sybyl.com | Have a GraphQL SDL schema
Version Context A T agl

1.0.0 /t/sybyl.cc

| Have a SOAP Endpoint

Design New WebSocket API

PUBLISHED

Note: The steps explained in this section can only be used in Development/Testing
environment. For APIs to be deployed through UAT, PROD and DR environments CICD process
MUST be followed.

To bring out the concept of mediation in which we can switch message protocols such as JSON
to SOAP and vice-versa, we shall use a SOAP based API which expects XML messages which we
shall expose as a REST API that consumes JSON messages. Therefore, in a nutshell when
consuming the API, you will send a JSON message, UgHub integration component will convert
the JSON to XML which is expected at the backend, the converted XML message will then be
sent to the Calculator SOAP API Backend, a response will be received at the Integration layer
which is of XML again the message will be converted to JSON that the consumer expects to
receive back.

As mentioned above, for demonstration purposes, we shall use a SOAP API from Calculator

Web Service (dneonline.com)

The endpoint will therefore be http://dneonline.com/calculator.asmx?WSDL

Before using the Endpoint in API Manager module you can optionally first test the API using any
client such as curl, SOAPUI, or Postman (You may need to first install the preferred tool if not

already installed)

P lﬂ\\\
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http://dneonline.com/calculator.asmx
http://dneonline.com/calculator.asmx
http://dneonline.com/calculator.asmx?WSDL

SoapUl Start Page

12 Request 1

http://dneonline.com/calculator.asmx

(b“«;:@ﬂ.‘ha:

[-]% + @
3 £ <soapenv:Envelope xmlns:soapenv="http://schemas.xmls{%| ; g [ <scap:Envelope xmlns:soap="http://schemas.xmlscap.org/scap/|*|
= <socapenv:Header/> = & <soap:Body>
= = <soapenv:Body> = = <addResponse zmlns="http://tempuri.org/">
o = <tem:Add> & <AddResult>11</AddResult>
<tem:intA>4</tem:intA> </AddResponse>
<tem:intB>7</tem:intB> </soap:Body>
</tem:Add> </soap:Envelope>
</soapenv:Body>
</soapenv:Envelope>
Ed |
| — al | | ——— BE|
A.. Header.. Attachme.. W.. WS-.. Headers (9) Attachments (0)
response time: 347ms (326 bytes) 1:1

Figure 11 Showing SOAPUI test for sample Calculator API

Once you are done testing the API, proceed with providing all required API details in API

Management module as shown below;

£t APIs

[ Scopes

@ API Products

Q SETTINGS € ARNOLD.KALEMA@SYBYL.COM Vv

Expose a SOAP Service as a REST API

Expose an existing SOAP service as a REST AP! by importing the

)

Provide WSDL

Calculator

/calculator

http://dneonline.com/calculator.asmx?WSDL

Bronze, Gold

Figure 12 Exposing a SOAP service as a REST service

MINISTRY OF ICT & NATIONAL GUIDANCE S y by I

WSDL of the SOA® service.

Create API

1.00

* Mandatory fields
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Publish the Calculator API

Click the Publish button shown in the image below to publish the Calculator API.

£} APIs Scopes && API Products _ (6] L2 SETTINGS @) ARNOLD KALEMA@SYBYL.COM v

Overview

Overview Last updated:

Runtime Configurations a Q .
Resources v Endpoint 3

Endpoints Business plans (£

Design Configurations

Subscriptions

Lifecycle Metadata Configuration
API Definition Description Transports ® HTTP, HTTPS
Provider arnold.kalema@sybyl.com A
Environments ! AP Security ® OAuth?
Context: yl.com/calculator
Local Scopes Version 1.0.0 Access Control @ None
Business Info Type: SOAPTOREST Workflow Status
Created Time Visibility on Developer Public
Properties
Last Updated Time Portal @
) Business Owner Business Plans: Bronze, Gold
D Test Console Technical Owner Togs
[E) Monetization
Resources Endpoints
subtract  (JPOSED Production Endpoint http://dneonline.com/calculator.asmx?WSDL

Figure 13 Showing the API Overview with provided details

Click View in Dev Portal link shown in the image below to consume the

Calculator API in theDeveloper Portal.

o Dwe avecs | TN o i i 6 i migaeie
& Calculator :1.0.0 PUBLISHED Q]
Created by: arnold kalema@syb m State GoTo

Overview

Overview
Design Configurations
Runtime Configurations
Resources Published
Created .
View in Dev Portal &

Endpoints
Subscriptions
Lifecycle Metadata Configuration
API Definition Description Transports @ HTTP, HTTPS

Provider arnold.kalema@syby g
Environments API Security @ OAuth2

Context: com/calculator

Access Control ® None

Local Scopes Vaveioa
Business Info Type: SOAPTOREST Workflow Status

Created Time 2 minutes ago Visibility on Developer Public
Properties

Last Updated Time Inafe Portal @
Documents Business Owner Business Plans: Bronze, Gold
Monetization Technical Owner Tags

Resources Endpoints
subtract POST Production Endpoint http://dneonline.com/calculator.asmx?WSDL

Figure 14 Showing API in the published state
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The image shown below illustrates the Developer Portal Dashboard.

o
a Calculator

Q) Overview MORE
e, Subscription & Key Generation Wizard

> TryOut

© Comments @ createapplication (> e 0 o

® Documentation

/7 SDKs sample Application

Sample Application for a demo

83) characters remaining
CANCR. m

uuuuuuuuuuuu

Figure 15 Showing AP[ in the UgHub Developer portal

Subscribe to the Calculator API
To subscribe to the Calculator API, you MUST create an application first.

e = e

Caicuiator

bLeo
@ overview MORE ~
& subscriptions SUbSCﬂpUOnS (F) SUBSCRIPTION & KEY GENERATION WIZARD

> TryOut

plication is p ed tc rom the APls. It allows you to generate and use a single key for multiple APIs and subscribe multiple times to a single AP! with different SLA levels
Q) Comments

[ Documentation Subscribe

) sbks ol nd g d

DefaultApplicatior - Bronze

SUBSCRIBE

<

Copyright ® 2021, National Information Technology Authority - Uganda

Figure 16 Subscribing to an API in the UgHub developer Portal

Enter the application details as shown in the image below.
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=3 | ‘{5} APIs

ﬁ Calculator

@) overview MORE ¥

0 sureiiices Subscription & Key Generation Wizard
> TryOut

© Comments @ create application @ subscribe to new application © () o

[ Documentation

pptcat
JESDES sample Application

-

Copyright © 2021, National Information Technology Authority - Uganda

Figure 17 API Subscription and Key Generation Wizard

After clicking the NEXT button in the images shown above, The Calculator API
subscription willbe put on hold until it's verified and approved by the tenant

administrator as shown below.

ml O & Applic

ﬁ Calculator

@ overview MORE ¥

&3 subscriptions Subscription & Key Generation Wizard
> TryOut
> Comments ° Create application 9 Subsceibis to iew spplicition \V ;i J

Documentation

U0k A request to register this step has been sent.

<

Copyright © 2021, National Information Technology Authority - Uganda
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After the Calculator API has been approved by the Tenant Administrator, the
subscription status will be updated to UNBLOCKED.

m | hee G;pham;sri . ' _

Sample Application /s

o

Q) overview
Subscription Management (@ susscrise aris
35 Production Keys

OAuth2 Tokens AP Lifecycle State Subscription Tier Subscription Status Action
Api Key
Calculator - 1.0.0 PUBLISHED Bronze ON_HOLD /" eoir @ DELeTE B VIEW INVOICE
35\ Sandbox Keys

OAuth2 Tokens

Api Key

N\ Subscriptions

© 2021, National Inf

Obtain Access token for the Calculator API

As earlier mentioned, access the Developer portal using the link below;

Link https://api-sit.integration.go.ug:9443/devportal/apis

Select Tenant where your API was published.

Figure 18 Showing a list of available tenants

P lﬂ\\\
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Calculator

Id kalema@sybyl.com

* Not Rated

@ overview MORE ~

& Subscriptions Subscri p[|O NS (@)SUBSCRIPTION & KEY GENERATION WIZARD

Try Out

An application is

rimarily used to decouple the consumer from the APIs. It allows you to generate and use a single key for multiple

s and subscribe multiple times to a single AP! with different SLA levels
Comments

Documentation Subscribe

Subscribe to an

lication and generate credentials

A

cation Throttiing Policy

DefaultApplication - Bronze -

SUBSCRIBE

Subscriptions

( Applications Subscribed to this Api )

Application Name Throttling Tier Application Status

Sample Application Bronze UNBLOCKED 9 SANDBOXKEYS 3 PRODKEYS ) UNSUBSCRIBE (%) MANAGE APP

right © 2021, National Information Technology Authority - Uganda

Figure 19 List of subscriptions

Click SANBOX KEYS to generate the access token.

Appiication Name Throtding Tier Application Status

Sandbox OAuth2 Keys
Key and Secret

Key Configuration
Token Endapoint s /apisitintegration go.uga24anoken

Revoke Endpoint httpai//aps-sitintegration go.ug-B243/revoke M

v Token @@ SAML2 [ Password [ Client Credentials B8 IWA-NTLM @8 Device code [ Co

&

on Access Token Expiry A

Generate Access Token

Please Copy the Access Token

eyJANXQIOHUZbL 1PEWTVNMKZr G 1Na
KV5TmpWaVIXVTIOalV4 TWpJekStV TNNVOVS WKRBMFptWXp
PRGXOTOINA1IXUXhZVOZIWIRCHU 1 XVMpZUSISImtpZCI6IItT
mhaVOV3WKRZNUOYRmtZVEOOWKRGbU1qRXIOSIZpWVAVM
K5qVXhNaki6Tm 1VMO1XRXIaREEWWM 1 Zek9EbGhPROT3WVd

T

~
bt ey S\/b\/l Enabel ” Qéf&:{.‘
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Consume the Calculator API
Consume the Calculator API via the Developer Portal

Click Try Out on the developer portal to consume the Calculator API.

Paste the copied access token into the Access Token input field as shown in the image
below.

mx £3 APIs

ﬁ Calculator

@) overview MORE ~
&3 Ssubscriptions Try Out
> Tryout

Q Comments

[ Documentation Security
(/) SDKs The Resident Key Manager is selected for try out console.
@® OAuth

Sample Application

Key Type
QO Production @ Sandbox

® GET TEST KEY @

Gateway
Alternatively, Click the GET TEST KEY button to input the access token

automatically into the access token input field.

Key Type

O Production (@ Sandbox

Access Token

AHRORTatOr Babfar  wvveveaiieises s e ® GET TEST KEY ®
Gateway

Production and Sandbox v

P l/‘\\\
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Click the POST /subtract tab to consume the subtract resource of the Calculator

API as shownin the image below.

default

Parameters Cancel

Name Description
Payload * oauirod

object Edit Value | Model
(bedy)

Cancel

Parameter content type

[ application/json ~ ]

Figure 20 Testing API via Developer Portal

Input the int A and int B in the payload shown in the image above and click the Execute
button.

Parameter content type

[ application/json v ]

|

Responses Response contenttype | application/json v ]

curl -X POST "https://api-sit.integration.go.ug:8243/t/sybyl.com/calculator/1.0.0/subtract” -H "accept: application/json" -H "Content-Type: application/json" -H "Authorization: Bearer
eyJANXQi0:IZbUSoW1dFd1pEWTVNMKZrWVRNNF pERm1NakV5 TmphaV1XVTJ0a1V4TWpJ ek tVTNNVOVSWKRBMF ptWXpPRGXoTBANA11XUXhZVOZrW1RChUIXVmpZUSTs Imt pZCI6 111 TmhaVeV3WkRZNUBy Rmt ZVE@@WkRGbU1qRX10a1ZphVdV

MkSqVXhNak16Tm1VM@1XRX1aRE Ewbin1Zek9EbGhPRO13WVdReF1XRmtaVE] t TVdWallRX1I TMIU2Tiwi YWxnIjoiUlMyNTYifQ. eyJzdWIi0iJhcG1X3J1c2VydmVkX3VzZXTiL CIhdXQi0iIBUFBMSUNBVELPTIs ImF1ZCI6 Imd TamOuwbiXNXd
nJWjFoNTI2ZTFmMGSNdkptUWELLCIuYmYi0jE2NjAZMjQ2MDgs ImF6cCI6 ImdIamOwXNXdnJVVFoNTI2ZTFmMGSNdkptUWELLCIzY29uZST6 ImR1ZmF 1bHQiL CIpc3Mi0iJodHRwe zpel IwvaXMtc210Lml udGVncmF@aWIuLmdvLnVnOkeN
DNcL29hdXRoM1wvdGrZWAiLCI1eHAiOFE2NjAzMjgyMDgs ImLhdCIEMTY 2MDMy NDYwOCwi anRpI joiNGIzZBiZDgtZTV1ZCOBMmU2L ThkZmtN; Y1MDAkZThNmExXIn® . NI JHvIbaF 80BoBLP 844Z61Vc8-
2iSrzMG5PI10T9impjSCpzFEbzYpGRCNZmhQTBziDFigvePyX1I6kxrdL9F8L3_CpzDFSPEtBzSshRIGh7zFK1FbQXt3zZpretMlqluwY4gR3Mwodra7YRFSZqoTHEPR JHDmGLp2WASX7 TR -

Request URL

43/t/sybyl.com/calculator/1.0.0/subtract

Server response

Code Details

2y Response body

btractRespons:
'SubtractResul:

}
}

The response will be displayed as shown in the image above.
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Consume the Calculator API via POSTMAN

Copy the URL shown in the image below to access the Calculator API via POSTMAN.

aiSrzMGSPJ10T9:i.mpjSszfEszpGRanthTﬂziigvaXlIkardL
g H AV 2 g n D aaVo akObb

Request URL

https://api-sit.integration.go.ug:8243/t/sybyl.com/calculator/1.0.0/subtract

Server response

Code Details

0L.3_CpzDFSPEtBzSshRIGH73F2FKIFbKE32ZpretM1qudYagR3MuodraTY jRFSZqoTHEPRHO6Lp2
RR. ol ol 0 aliu\I8 abA ZMOTA2.0) n

Input the URL in POSTMAN and also add the access token to access the

subtract resource ofthe Calculator API.

https://api-sit.integrati ® 5

https://api-sit.integration.go.ug:8243/t/sybyl.

https://api-sit.integration.go.ug:8243/t/sybyl.com/calculator/1.0.0/subtract

GET v
Params Authorization @ Headers (6) Body Pre-request Script Tests Settings
Type Bearer Token v Token

e requ

Learn more about authorization 2

Input the token as shown in the image below.

Bearer Token v Token

er will be automatically

Click Send, to get the results.

https://api-sit.integration.go.ug:8243/t/sybyl.com/calculator/1.0.0/subtract

https://api-sit.integration.go.ug:8243/t/sybyl.com/calculator/1.0.0/subtract

POST
Params Authorization @ Headers (9) Body @ Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v
i
"Subtract": {
"intA": 4,
4 "intB": 2
¥

6 %

Figure 21 Consuming API using Postman

ﬁ MINISTRY OF ICT & NATIONAL GUIDANCE y by I
& Knowiedge a . . ;

LandsUAT v t®
[2) save />
Ssend - [RY

Cookies

eyJANXQIOiJZbUS5oWIdFd1pEWTVNMKZrW

[2) save

Cookies

Beautify
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POST v https://api-sit.integration.go.ug:8243/t/sybyl.com/calculator/1.0.0/subtract

Params Authorization @ Headers (9) Body ® Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
1 i
2 "St "
9 S .
4 " >
5 ¥
1
¥
Body Cookies Headers Test Results €5 Status: 200 OK Time: 714 ms  Size: 590 B Save Response v
Pretty Raw Preview Visualize JSON = O
i
"SubtractResponse": {
3 "SubtractResult": 2
4 t

)

Note: The end point (Calculator Web Service) being accessed was a SOAP

endpoint. You do realize we are sending a REST request and we get a REST
response.

This is because the WSO2 APIM uses the WSO2 ESB (discussed in the first chapter) to
convert our REST request to a SOAP message which is sent to the Calculator Web

Service, the response from the Calculator Web Service is then converted to the
REST response we need.

P lﬂ\\\
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http://dneonline.com/calculator.asmx
http://dneonline.com/calculator.asmx
http://dneonline.com/calculator.asmx
http://dneonline.com/calculator.asmx

Approve API Subscription

Access the Admin Portal
Login to the admin portal using valid tenant administrator credentials.
Use this link below to access the admin portal;

Link: https://api-sit.integration.go.ug:9443/admin/

Sign In

2 admin@sybyl.com

o eeees
Forgot Username or Password ?
Remember me on this computer

We use browser cookies to track your session to give
better experience. You can refer our Cookie Policy for more
details.

By signing in, you agree to our Privacy Policy

Copyright © 2021, National Information Technology Authority - Uganda
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https://api-sit.integration.go.ug:9443/admin/

Approve the Subscription

© ADMIN@SYBYLCOM v
Dashboard

Rate Limiting
o Advanced Policies

s A e OcAP) resource sing advanced fuies AP| Category based grouping
ppu:a ion Policies p Al A

cess token generated for

B Subscription Policies

Pending tasks

Calculator-1.0.0
sample Subscribed

arnold.kalema@sybyl.com 3 minutes
Application,

P ek 3§
&

Figure 22 Approve shbscriptions

Click the Accept button shown in the image above to approve the Calculator API subscription

o/ / A ”‘\\\
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Discovering APIs — Developer Portal
Access the Developer Portal using link below;
Link: https://api-sit.integration.go.ug:9443/devportal/

You will be redirected to the login page as shown in the image below. Enter valid credentials of

the user with an internal/subscription role.

Sign In

2. arnold.kalema@sybyl.com

ﬂ (AR LR LR LN
Forgot Username or Password ?
Remember me on this computer

We use browser cookies to track your session to give
better experience. You can refer our Cookie Policy for more
details.

By signing in, you agree to our Privacy Policy

Create Account

Copyright © 2021, National Information Technology Authority - Uganda

SRS,

A S\/b\/' Enabal R ESfUBD rase |3

=
Business growth is our business



https://api-sit.integration.go.ug:9443/devportal/

Search for Calculator API
The image shown below illustrates the developer portal.
&3 APIs

i
H

Calculator Typicode

By amold kalematsyoy.com By admin@syby.com

Version Context Versiol Context

1.0.0 It/sybyl.com/cal... 1.0.0 /t/sybyl.com/typ..
* ok ok kK ok ok ok ok

Flgure 23 Search APlIs via Developer Portal

Input the name of the API using looking for in the search input shown in the image below.
For more information go to this link

https://apim.docs.wso2.com/en/3.2.0/learn/consume-api/discover-apis/search/

‘ Production ~ | Q

&3 APIs

il
iz

Calculator Typ\code

By : arnold kalema@sybyl.com min@sybyl.c

uuuuuuu Context Vi Context

1.00 /tisybyl.com/cal 100 Iisybyl.com/typ.
L 8. 8.8 84 % %k kK

© 2021, National Information Tec
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https://apim.docs.wso2.com/en/3.2.0/learn/consume-api/discover-apis/search/
https://apim.docs.wso2.com/en/3.2.0/learn/consume-api/discover-apis/search/

Adding Comments to the APIs

Access the Preferred API in the Developer Portal

Calculator Typicode

By : arnold.kalema@sybyl.com By : admin@sybyl.com

Version Context Version Context

1.0.0 /t/sybyl.com/cal... 1.0.0 /t/sybyl.com/typ...
L2 .8 .0 8 4 LB 0 8 &

Select the preferred API to which you would like to provide a comment.For this case the
Calculator API will be selected.

Access the Comments Section
Click the Comments tab as shown in the image below to access the comments section. Input
your comment and click the ADD COMMENT button to save the comment.

~ e
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= I 23 APIs

Calculato

@ overview MORE ¥

& Ssubscriptions
Comments

> TryOut

——
(SRS

This API is working fine

m e

) Documentation

No Comments Yet

No comments available for tr

21, National Information Technology Authority - Uganda

 ueoie | | £ APl

Calculator

arnold kalemasybyl.com

@) overview MORE ¥

&8 subscriptions

Comments

omments
Write 2 comment

=) Documentation

CANCEL

B arnold.kalema@sybyl.com
This APIis working fine.

National Information Technology Authority - Uganda

Figure 24 Adding comments to an API

The comment will appear as shown in the image above.
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Semantic and System Catalogue - User Guide
This section describes the process of giving access to the end user to view the assets.
Link: https://catalogue-sit.integration.go.ug:9443/carbon

Create User and set Permissions

Use Case: I'm Mukisa and I'm from Kampala Capital City Authority (KCCA). I want to
see the KCCA related Assets.

Create User in Identity Server

KCCA admin (tenant-admin) user has to log into the Identity Server
management console.Username: kcca-admin@kcca.go.ug

Password: <kcca-admin password>

Link: https://is-sit.integration.go.ug:9443/carbon

Go to the Main — Identity — Users and Roles — Add New User

& Hmgt-uat Integration go vgAhoca 9o Mt art 233-52001 I ™~ % 6 » %0

» ARE Uvat

Meaty ~  Add New User

Step 1 Enter Username and Password
Lrnr wver ra—
Doman PRAMANY v
Vieriave AAS
8 Clums Patiword seneens

Contomn Pagyme Y CR—

1 Service Moviders Nest > Frian Cancel

lﬂ‘\\
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mailto:kcca-admin@kcca.go.ug
https://is-sit.integration.go.ug:9443/carbon

Create User in Semantic and System Catalogue
Admin user has to log into the Semantic and System Catalogue management console.
Username: admin

Password: <admin password>

Go to the Main — Identity — Users and Roles — Add

New User.Give username as “mukisa” and password.

L & catsioguampl-wt integration go.ugicsrt gl -w - & » =50
—
uc Management Console
Bl | [semedein i schminartion saspar 1 . i | About
1| Hama - o el 3 Helo
masmmall s Add New Liser
57 ars e Mok
L+ Step 1 : Enter user name
= i Lrvtes wrtar ruarsa
T ey veaees
E Do FRMARY
0 &
. L M P
L oy

Fanpmesd Repaal ereaeenn

5 flassa Wasd = Fiiah Carcsl

Tamamuom  Cosfgarn
E %
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Assign permissions to the new user

Assign kcca-store and Internal/store permissions.

<« c a t go.ug/carbon/user/add-step2.jsp @ » @ :
UG Management Console
-4
I | signed-in as: admin@carbon.super | Sign-out | Docs | About
<| H
i Home > Users of Role © Help
Identity ~  Add User
& Users and Roles
© Add Step 2 : Select roles of the user
P 32 List Enter role name pattern (* for all) | Search Users.
|- J
Z| % user stores
2 © Add <<first <prev 1 2 3 next> last>>
v 22 st Users of Role
8| & caims
€ © Add Select all on this page | Unselect all on this page | Select all from page 1 to page 3 | Unselect all from page 1 to page 3
dd
o )
= List J admin
g i Iture-store
agriculture-
8| (& claims =
2 association
g A =
= © Add _J finance-store
52 List _| judiciary-store
() kcca-store
Manage A )
) mglsd-store
N Applications ) mihud-store
22 List ) mops-store
_J nira-store
Add
o ) nita-kcca-association
© jaggery ) nita-mihud-association
@ Wweb Applications ] nita-store
Keystores ji nita-ura-association
| payroll-store
© Add i
52 List <<first <prev 1 2 3 next> last>>
Secure Vault Tool Finish| [Cancel
%2 Manage Passwords

KCCA admin(tenant-admin) should send username and password to Mukisa.

Username: mukisa@kcca.go.ug

Password: <password>
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New user views assets on Store Portal

Now Mukisa can log into the store portal using her username and password. Now
she is able toview KCCA related assets.

Link: https://catalogue-sit.integration.go.ug:9443/store

# ismgt-uat.integration.go.ug/authenticationendpoint/login do?Relay State=hps % 25 IARN ZF % 2Fcataloguemgt-uat.integration. go.ug¥% 2F store W 2F pages e 2F top

Signin

2 mukisa@kcca.go.ug

Forgot Username or Password 7
Remember me on this computer

We use browser cookies 1o track your session to give
better experience. You can refer our Cookie Policy for
more cetals

By signing in, you agree to our Privacy P

Create Account m

Copyright ® 2021, National Information Technology Autherity - Uganda
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€ c @ \gt-uat.integ go.ug/store/assets/mda/list o fr @ » G

& mukisa =

Applications
Dashboards
End|

EPortals

Integrations

Policies
REST Services
Schemas
SOAP Service

WADLs

WSDLs

€ C & cataloguemgt-uat.integration.go.ug/store/a:
EEEE SEMANTIC AND SYSTEM CATALOGUE - STORE

REST Services

Al
Applications M ¥ Sort by : Date/Time
Dashboards

Endpoints

EPortals

B

EServices

B

Intogra( ons

M

Policies
Schemas
SOAP Services
Swaggers

WADLs

]
B
=
=)
()
a8
8

WSDLs
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)
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View on Publisher Portal
Log into the publisher portal and select the relevant asset. Under the Lifecycle
tab, you can see the Lifecycle details and you can promote or demote the
stages here.

Link: https://catalogue-sit.integration.go.ug:9443/publisher

EEE SEMANTIC AND SYSTEM CATALOGUE - PUBLISHER

HOME / MDAS / KAMPALA CAPITAL CITY AUTHORITY

N
(20) LIFECYCLE

Kampala Capital City Authority

KCCALifeCycle : Development

£ Lifecycle Information
Active: KCCALifeCycle
State: Tested

Current State Duration: 005

DEVELOPMENT Check lists
The check items will be automatically saved

) Effective Inspection Completed

RO 1
GROMETE LERCUE Test Cases Passed

Smoke Test Passed

Comment

PROMOTE DEMOTE

PropucTion

History

Development to Tested

Figure 26 Semantics and System Catalogue Publisher

For example, Lifecycle is promoted to the next stage as “Tested” as follows.
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View on Store Portal

Log into the store portal and click on the relevant asset. Now you can see the
Lifecycle detailshere.

Link: https://catalogue-sit.integration.go.ug:9443/store

SEMANTIC AND SYSTEM CATALOGUE - STORE LAsetnm ¢

Sarvice Type Service Name Service Denription
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Analytics, dashboards and Reporting

APIM Analytics provides statistics, reports and graphs on the APIs deployed in API
Manager. In order to monitor the data easily, APIM-Analytics offers different
dashboards that show different views of the APIs to different perspectives of the
underlying API system.

URL: https://<APIM_Analytics_Host>:<APIM_Analytics_Port>/analytics-dashboard
https://apim-analytics-uat.integration.go.ug:9643/analytics-dashboard/

API based Analytics has the following features.
. Can be filtered based on the API or date.
. Can be used for multi-tenant environments.
. Can be downloaded as PDF or CSV.

Log into the API-Analytics portal:
https://apim-analytics-uat.integration.go.ug:9643/analytics-dashboard/

Username: <tenant-username> e.g. admin@groupa.com
Password: <groupa-admin-password>

# apiportalmgt-uatintegration.go.ug

Sign In

2. admin@groupa.com

P IA\\\
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Business Analytics
Business Analytics dashboard consists of 12 pages i.e. Overview, Usage Summary,
API Usage, Performance Summary, API Performance, Throttle Summary, Error

Summary, API Errors, API Statistics, Developer Statistics, Geo Map and Devices.

Business Analytcs @ 3 ANAYTICSDASHBOARD € NITA-ADMINGNITA GO.UG

TOP 10 APl USAGE DURING PAST 30 DAYS TOP 10 API's PERFORMANCE DURING PAST 30 DAYS

TOP 10 THROTTLED OUT APIS DURING PAST 30 DAYS FAULTS DURING PAST 30 DAYS

Figure 27 Showing Business analytics and dashboards

Application Analytics

Application Analytics dashboard contains only one page such as Analytics.

P IA\\\
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Bl Application Analytics

@ I ANALYTICS DASHBOARD € NITA-SUPPORT@NITA.GO.UG

i

0 2021-May-24 - 2021-August-24 per month )
FAULTY INVOCATIONS PER TOP APPLICATION USERS
y APPLICATION

APl USAGE OF APPLICATION
No Data Available !

No clata avaliable for the selected options.

REGISTERED APPLICATION USERS RESOURCE USAGE OF APPLICATION S\SGatoway

(Jorkira ©ra go o)

SMSGatrway
(Joriure @ria go ug)
SMSGateway
(Jorins @roa 0o ug)
SMSCateway
(Jorkins @rta 9o ug)
SMSGatrwsy
(Joriuns @ 9o ug

SMSGateway
(Joriins @it g0 ug)

’F/'gure 28 Sowing Application Analytics and dashboards
API Analytics

API Analytics dashboard consists of 4 pages such as Usage Summary, API
Usage, API Performance and API Faults.
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EE AP Analytics @ I ANALYTICS DASHBOARD € NITA-SUPPORT@NITA GO.UG

8 2021-May-24 - 2021-August-24 permonth  §3
SMSGatowary = 1.0.0 (Jonking & rita go.ug)

A Usage Summary

A1 Usago

OVERALL API USAGE AP| USAGE BY APPLICATION

AP Porformance

AP Faudts

uat-smegw-tost-app
(s
admin@nita.go.ug)

S\ towary
{Jenking @ rita go.ug)

Lat-lest-NEA-SMSGW
app (nita
80N @nita 00.ug)

SMSGateway
{Jenkins® rita go.ug)

SMSGateway NITA-APP
{Jonkins @nvta go.ug) (jleniing ®@nita go.ug)

nita-smsgw-test-epp
(rts-

support@nita.go.ug)

SMSGateway
Jenking @ it 9o ug)

a

& MITS

atoway (Jerking &nia.go ug
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AP| BACKEND USAGE SUMMARY

ateway (Jeriingdinita go ug) Amita.go ugisms-gatmway'1 0.0

APl RESOURCE USAGE SUMMARY

tetraliekls

icegarizations

Figure 29 Showing API Usage Summary
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TOP APl USERS
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Reports
APIM Monthly API Usage Report. Here Report can be downloaded for the selected
month and year.

P B AUTCSOASROND @) NIASIPONTINTAGOLG

APIM Monthly API Usage Repont

At

@ DOWNLOAD

Monitoring
Monitoring dashboard consists of 4 pages such as Home, Error, Latency, Traffic and Alerts.

[~ R 0 B AT DABSOMD (O NI ADMNGNTA 00 L0

APl USAGE SUMMARY AP FAULTS SUMMARY API THROTTLED SUMMARY HIGHEST LATENCY

23 0 7 SMSGateway (1.00)
~ 1430

APl INFO SUMMARY
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